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BT A7 /4 Fo 18 4o 2 R CA P35 B AN
1.6 RXE5H%#E
1.6.1 BFNERF AL
FR P, A1 A o BN 4 B AR AL
1. 6. 2 FEAHA

CA HJVEM HLA (Registration Authority) , E#F RA. £ ¥ CA ik
S FIE S A ZEAM RS H R CA LB EMAA I, B #E CA
RAATH ™ CAEH By RN . E MM F FTIHATHE CA BIEH EFHE K
wE-, IR O IR (5 R B CE A AR LR B K R E Tk

1.6.3 B ERLRKEEL RS

M E CA e ey 75T B CA 28 SR A AW I & 497 LR
CA %2 & SR ug v | 7 An Jg B AT B 4L

P

o
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WEHOID, B—ANNEH, B¥E— I RE, FARE—FE— AL,
1.6.5iT 7

i1 7 (Subscribers) & B1#i58 CA &8 X B & KL H B0FF A &, WM A
ERPBEERF

1.6.6 KB A

KA R 28 15 BT L Tl A e 2R Al 15 R R IR I 24T 55 VB 21 B
A

1.6.7 B H 4

¥ 7| % (Distinguished Name) & #Z DN, ®21TFHIEHEE, EFH"E
— M,

1. 6.8 KMC
FRAEETQOENKC, AREHANT £, FiE., TAAFEHETIE,
1. 6.9 0CSP

OCSP (Online Certificate Status Protocol) , EPE%’&W@%&?&%J}:Z‘

B, ATXRERZERTIEHFREER,
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1.6.10 LDAP

LDAP (Lightweight Directory Access Protocol) , B &% H x5 |5 VL,

ATER. THEFIEFHUREFIES K IEF K (CRL) .

1.6.11 PKI

PKI (Public Key Infrastructure) , /A +t%54HZEAI1Z 7.
XENTEARF N T2 EM kR, REFHER. E. TEMLF
AT HINER S

1.6.12 CRL

CRL (Certificate Revocation List) , BN J& 1F 7| % 89 3% ST & #7,
CRL %10 AT £ J& £ K 2% H #1515 Z 5 4% & 1B B9 307 93T 7 BUFE
B 775, Bk 7B E AR 7B F I BT E 6 A . CRL 38 %
BHRABFIERELE, AARE LG4 CAIMMEHR. RATHH. TK
BB RNTUE ZAT HE . EHRE LB FIES 775, A EHRE
eyt e 53 &,

1.6.13 ARL

CA JE 4% % (Certificate Authority Revocation list) , — /N4 B T iA
LSBT ELNT R, ICEEWEHN CAWANFIER I £, £
WU H EE TR
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1.6.14 AE

INIE (Certification) 35 A~ [ SCARZE HEAT W b &2 & 2 w/l, 3L 7] 15 BEY
FLEE = (iE CA) M ERHTFEE, ABFE = AR H
R EH AR MR,

1.6.15 BIEL

HIEL, EAANTERAREEFERILEEERIETERNT
B A iR 45 B R B B 0 A BT R R B — AR

1.6.16 A KA

A E 4 (PrivateKey) , £— M A REAT . HRAEMTRENKT
B, ATRERTEL. MEWMCHEHEE AT EH — R mE

1.6.17 AT R4

NI (Public Key) , &7 DLATTEVER T & 4R, T H0il A8 B2 B9 A
AEAE LR, WA DR KW ERC. XM, mAMNAE EARE.

1.6.18 B4 % Xt

EFFFEEFFUERRNEE P mT4E. TEATITFNELFBAE,
A — B4, BIFAE &L B NI AL B .
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1.6.19 m 5% 5 4 Xt

W EE FIFIE A B KMC £, ZEATITPEENMES, &
& XNEH, BIAAmEEAMLT mEE A,

1.6.20 =&MW EEH

Z AU B IE 448 B FALAIT 2 £ B3 i = B 4 0 R R 5 4 AT
MR AN IS S FAL. RARS (LR Zi) hENE, L8 GT
PUE) PR (ZATL) —FARAARER—KTENETEL, At

AEACMERAEA 41 1T 2 B o 2.

)
e

RRMGEEREE

2.1 NIEE R R A

B R CA®E i B F AR % (LDAP) RAIEHRASWAEXEL, 1T 7 LL#E
7 E A ECA B KRS B BGES B E . B CAR B4R B &AE F
W& (0CSP) Fif 5 KR 5%k & (CRL) MR%.

HRECA RA RN A LIS B, ¥iTFIiEHFCRL £ 2 H XM 4
EOMIT P AL EWIES . BECA SEHIT S TULELLDAP i, THH*
B AETT P RS, [ v DU I OCSPH 1EE A 2

HRCA GEFHIT P A LI #H B CA P35 (www. hunca. com. cn) & ¥#H
XfER.
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2. 2 i 45 Y X A7 B E] RO F

HE CA BRM A& LFHEFREK, WTUXHMEN L4, #FE
24 /NBE P9 B 3 % AR SR CRL

2.3 15 BBV I =4
2.3. 1 ERARMEAE

HH CA XA & A CPS. iEH. CRL. iEH W& ENTEELE, 2k
N BEATIHEIE b f B R R & BT E WA E . AR CA ¥ KB £ K 35 E
UNEITE if: KD

2.3.2 12 BiF H B 4H

MECARET BERITFER ML ® I, RILAHLITRNE
WECA TEART BB EMB ST A ELW RN EFMRATELE, EFR
3 X B R H R A HE CA ER BT B 25 RTE SRR
I, LIBIRIE CA A8 K SEAR B SEFT AL 4L

3 HRAFIRELER

3.1 %4
3.1.1 Z#H AR

HECAMM A AEF, &17 FIEF E4E A4 (Distinguished Name,
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B DND P — AR RIEH AT P A . 4% A B X500 A AL

3.1.2 AR F A FHHN

M CAEF A X509. 3 A7/, A 44 EF X 500 Fr/E, 5

T
oo [ a [ em |
Country (C) = B¢ CN

Organization (0) = 2H 71 W E CA
Organizational Unit (OU) = H LAY BAH
State or Province (S) = & k)
Locality (L) = w KW
Common Name (CN) = 1 4 K =

3. 1.3 HAHBEXHHER

TP B L% ON) S FEH — 2R EE L.
EH ERGHATRALES TR EA TR EE LK, #HART 5
RN o BN ARG R B SRR A
.914TTFPHNEL R4

HE CAIEH RASRZ S, TP GEPHFA) THEAELH N4,
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3.1.5 AT FE AKX HAN

& X. 501 7| 4 & 4 A R %
3.1.6 ZHHHE—M

LMATHE CA WTHILHFERZ, BRAMEE—MW., #H CA RIE
A AR B S R R o S IR F B A AR, DLSE R A AR R,
EHEEAE—AREHEEWRAET AR A ST E—TF, TUAE
HEARLER ZHKIUES, EEFHT ETLFE.,

3. 1.7 MARHRA. ERFAE

WIH CA AR IEH F T a4 A HR S,
3.2 Mie & BAE
3.2.1 EHAEA RN %

AR R ERF AN ETEL RIEFHIES ¥ 15 AFH 5 EM A4
X R AA A 6

FENFOES REERR T, TPELAAEIT P HARK, TAIEHEXR
B R FEA AR TR TS, HE CA K H X R B A4k 0 X A4
%, A EIEARAELELAFNE—FEE, il CA ERIES &
BAZEREECHELRLY.

EEAEWMEIESR&FERR T, TPRATEIT P Lnfn ST
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EHEER, LT HITFEEETETEER, ILHEREL T EEAMLHAL
B B 4K 8 CA B R IT P 9 SR o il AL 4R X B9 R BRI A E IR IR Y
TEME, DU RABES #iE ARE L

17

3.2.2 L AL B 0B A A

WMTHER S ER, #E CAFERIEARNEFIEH. IEH HiFEA
FHRIBELHE., 2EHLNMRBIES R % —H 4175 ARG EITIES
FAEtF, UWRAERE G NRBEARCHEFE S AN S REH, = CA AR H
iR

HE CARIRBERFIERKREAANEREFAL &4 L FME W
WA EHEHWERTNENE KK LA EHE CABIWE L.
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ZHNGERRR, H GRS BN B E 8 R 2,
E W CA BRI EMIM R ERFES FER (—R =) R THRA
ORI X5 HE R, PR RS 58 AL

1. AZNARDIEN B AR K E

2. IHEVHEEIRAKENG, wRERBHEWHE, NTEH

B BOE BB AR Z M, #HH BT
> el AE bR
> FEFE Ak ABIDIE
> F W BT
> A2 BMRRITIE
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> MBS BITIE
> RF#HX
> H A ALt
3. B ANH B ey R A & B
E: O “Zike " WARARFER MRS — oG ARG
A ERFRFHE = R
DI EA Xy BN F I N E
B H CA A VE M ALY 1% B 8 CA A 2 & 7 X 7 B ok A 3 3 KRB
RAA B AL HATHEAR, ST HEF FRELEE. HEFFE,
HE CA SEMALE R G R EENAF AN ZEH, 5146 ¥ &
kI ERRI

3.2.3 AN A& K 5

MANS BRI ER T U UL TR ikt BEREMIE. BEe
BERAMIE. PO, PR, SAEAKXEGIE.

M CARERERNEZRKEANEREFNA & B LA AT
WA EFFNNIATREANERKE XA EHE CA oy kL.
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MANEFLRMAFRHEH, ZIHECARN W EMRINAAEL T
BFiLFHER (—R =) LR A R E 0L 89 & B % FiE 308
FBANL AR5

1 7 CASR AR B VE Al WA 42 R4 B CAS A & 0 2 1 B2 SR 3 B 1 30 R R
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PRAu RENPF LS AT WO, FFARATHOE FIR B IRV RE. HUES
HE, WECASEMA K RE R, i FEx—FFERF.

3.2.4 B4 (K IP Hib) WAL

WREEIEH R BIARE (HIPHIL) , BT EXHiEEH LW
FEA A HAT FZIS, HBECAT E ¥iFF R B F L (HIPHAE)
FAACIE A AT R, 3K 160 A8 B B S G E M R A AL (TPEM RS- AU i K
ME =L, UARFIEEESHNEFEMNEAE (RIPHAL) o #
BCALFERPA MM FER M, oA ZRE (RIP#a) wiHE
W, WRERFFEHFRBEMELNWE, ZFFHF A RELLIMFER. H@
THE4 (FIPHID BB F R AR H & X Y48, HFECARE RIEZ
B4 (S IPHat) vy 3L FR VT B e I A & 3K B B &I 4 B9 ALA

3.2.5 =&Y EE AT P B e A

=& BIE 1T P 8 & i £ 5| 5 A A AR & 4 7 ik 2t
Al £AFEAGRBIEET IS, £HRAMGEE. AERIEEFIERIE
XEAT P S AT, BRI PR AL 4 & B OE BE .

3.2.6 BHEBIERITFER

RARILRWERCEENIRT BIETH, W%, Hik, BT,
BB CA RN X EERERPREwM, EFAEDTZE T RWEMTME
(EELE
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3.2.7 BRI

ARG ARRRZE S E LR FIFNA, FEHAZARANER
WE A ZANAM B CA HFIEH F T

HAEHE CAWERTERFERENERA EnE 2 nFER, WAL
B A LR R A BN B R A A

3.2.8 HHEERN

A M CA R R OB E L T LA ¢ PKI R R #HAT E
BE. EXXOMEH TR THE CAMET KT T HE M CA F OB TIA
UEAR 45 HUAR B AX ]

3.3 WHAEFE KW RE LA

W, TPHOEAFTERKIH, HECA 7 DIk 2R MK,
BHARERNES (EFFmE—HLHAMBATAX) , FERILINY
HIEE A RS

LITF SILHHEAWEER ER NS FE N FANZ 2H PR, LA
ERTEM. FAEFHE A, FAEAENME FIEEREZILS

3.3.1 EAEAEFTHRTRRE LR

EENERAEF T, BILAT P E R L E0A AR G839 89 & 4
EFERAATEAL, HE CAERT P RA NARIEHAINE L RHATIT P H
AR IRFE A
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3.3.2 R e BRHEFWIRR G L5

THEE A RN TN A AR LR ER, EH 5 R &0 R
F vz, 3.2 Whe & ek,

3.4 MIEKIARRE LA

TP AN TS B & AR R A A R 26 & 0 3l A0 B R g, &
3.2 Anke & o w1

WREENIT P EHBATA (RTFERSETIERFLFAN) Bl
X G5, EEMALE FIE R HIT P RE R, AR BT P &0 S ATAT
WAL

4 EFAEFRARBEEX
4.1 EH HiE
4.1. 14 FiF LA

EHEEEREeMNA. Al Ea, FVEM, BUFHME . o FK
EERALENM . EM 2y AR ALLRA H o 5 0 )78 B9 E Al W 4
FRBF EEIES, URIERN & E LR o] &,

4. 1.2 R B ESRHE

WA FIEAZRARE TR S ETIMERS AR TN ER, HFIE
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FHIER, FEE MKW RIL MR W CA SIE M AL KA & 7
ML #F AW SR HATER, FREZEXEFHE,

FIEABFE T AEA: TP EHEASTHSETIERS AN
3.2 TR WY BRMELILH FFEMA, FHHRFEMHELEA,

WIE CA B MALAG 57 5T B O o i A B9IEH W AR, AT P BT
RUHWIEE R EEEE HMEA LN — R HTER,

RIE(FEAREMEETELZE) WHE, EH HEFHEKWHH CA
FHASZ, TEMEANEE, RFFHEMLE, SRTELRAT. ¥
B CA BUE ML & R AT B, 1T P LA IEAR R oY vk 2 A ST

BB CA BT IEH #HIE AN

1. R WIF R B E S A B R R AR AR R, WiE T DL

B CA By W ok 3 3 2 B CA R AX B JE A HLAY <R BX AR AL B IE 45 B 3R

k, BRMEERETRER, RBLHEF CAWELRF RGRRF

H1E R

2. HRBRARSU3.2 H R E KR M BRI R A R K &

HEAM R, FHE CA SRR BE ML HATEM . & F R

%
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4.2 IEHHERE
4.2.1 $ATRA 5 % 7 gk

HE CA RIRA EM AL 7 BB A (B F B S B F A AR &L & D)
TR E M B SRR AR HiE A SR HATIRA 5L 7], EARmERRE
P § 3.2 W46 B0 1k,

4.2.2 i WIRHHEFEL

HwE CAREA (BTRSGFETIERS LFAND) Pl mn ik
AR #i5 A & o 2T RA 5 A B, REEANERK B RE
Yo F HIE

W RAEH F I ABEAR (BT RS T INERS L H AN Bl = e
S EAREBELERN o4, HH CA SEMNEE B FiF, A
iEF IR AR EHF R KT AEF

WL I AR I H 0 0L, #FH CA SUEM AL B 24 FiF A B
WL R, P AR A SRR R, BB R E AR B R e R (A
IEEVERAT) o BB B B9 F B 9F AT DL VER R A AT AL G, BOR R ) H R

4.2.3 ]I & F 8 A H

B CA AL E M AAG S R B B E R, —EEM
AT E] T AL F #IF BT S IR R R, T CA R EEX AP FiE 2
THRHRNMEE FEERRNEREATERNTEZ, FAEHMERFEL
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4.3 EHE LK
4.3. 1 EFEZIZPETFAERSIHRATH

MECAEEXMFFEFFZALZLG, FELLES. IEFHFHNER
RAFRETNERFANMRAE T ERMZETILH FiF. LH AT P&
AL 4 AR R R A A A A BAEH .

4.3.2 B ARSI XEIT P BB 4

BT AE AR F- ALY & v MY ALAY, *EAT P Ry & DU LA 7 K

O® FIT WX EHY TN, BT P ARAZNEMIAFIK T EM
MATAEIEH S R X 1T 7 ;

® B {5 BB 538 AT P

® HfniE CAIANANZATATH 7 X #EEIT P,

4. 4EHEZ
4.4. 1 HREZIEBRATH

W HIEA P UE M E CA R EREE F i, RIiLH FiER
PBCGES, EHFFEHFARBEFRREAN DR RIS . EH FiF
FEXBTILAE, NXERE LS AR F AR AL S A .

HH CA B W= &P FAES, 1T 7 B A #2035 % 3 APP L 2 7
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BWBRFIESR, HAARAEBKIES.
4.4. 2 8FAIEREHAMAES R E A

W CAERR TS E, R EH X AR BEEME KRS E T
B CA KA £ MH KRS8 464 R A B & ZOE 4 o B X 7T RV TE H
BEENTHXMFEF, RABRLENBY, FEXEHIMFENEEE T
RATEINE FRE 2, HAT P A 7 & T 3

HE CAERZNEEWFEES, 2KIEHEREHETRE, TP BHL
Sig 2 AR F R A SR B RIBR BT L0, T EKB T RERSE TR
%o

4. 4.3 B FIIE MRS DU 7 3t 521k B B 4
A ST DL N B R RSB R BRI A BAA KK T
o
4.5 % A 2 Fu ik oA
4.5.1 37 B4 FuiE 4 od 2

WA ERIL R, S ERE TGS H A, B EEL,
ME . WEREE W EA . T AL 8 U B 5 B A g,
FEHKFHE, REILERZES RN MO, wRAiEH5H ARE
R ZALH, #% CA KT AEAMA bbb = £ TR X 5

EERSHECAEXNIERAANELRERLELNELN, &
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577 GHw CA. IEH T P AR B 7 %) %K CPS WAL 2 4 A6 I By XA Fo
BRI %o 5577 (A B B i Bl RE T A CPS LR #E CA 5% 77
BERHIL. AP T E A CPS WAL BB R AW R,
B CA WAL & A R B R

HE CA &K = &t FIE 5 R W (A3 fo = 3D W EIALS, 4o
TP &) Finsh (28 FE) —FARGFETR—KTENBTEL,
AL A= 8T G EH & Ry, 1T 7 U Sl 5 5 A g A
AHATE L RFAETET 6 &R, TP EL 0T RE2RMIIE (T
PEGREHEFIES . AWRAER. BERIES%E) RUAELER,
ERIT P A3 2B FEIE, AAETELHLTREITF LmT LK
FIE, TR ARACNERIEA AR BT P A Sz

ME CAEAWMARIES, RATERALESFAZEETHIEHHTE
FRREY H A, DURCRAEE B A R T | A B AR L B AL 4B
HH AL, XH, BRELPELHIE, RIBESHEAHEN S0 ELHE.
FRHTENE, FEANITREMESE., wRIEHHFEFARZIELATHE
&, WA CA ¥ A8 (A o bk 7= A B 3T A 4

R PR X LT B T ILH 0 E R E A, A2ZIE 8%
AW AFAEX — BN EA . £ 48 WAL Brke oA B & 56 Bl AT 4,
K B AT AL AT, HE CA XM E R B TR AT A,
A AIEAEAT B b P A B ST Ao S
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WA X ZERFIT P AAFES, THERTAEEWIES
Flik, R RIH T B 8 E S e U

FE A (IR 45 Fo B4 BT, 1R B 77 B4 S A R R B B A o o B BRI
R AE AR CPS A MR, 4 & 5k B A LA B9 3 T AUF 3R AR Bl &
o R M7 AR AR CPS AL Bh 38 B 9 15 O B A e 6 P B A A4, JEXT Ik
Rk E, WRIES T ELFBRAHTIEBNEAREAA R, K2aZ
8 R AV X — S0 B A #ATE A . KB LA SRR 62 B T
7 X 48 WA 5 B BA B T R S B AT O B AR R, AR B R R 4 S A 4
FE, HIE CA XA AEEMTER LS

W EIE B A BN B4 = A 77 @ R A

® JWRH CAWIEH BRI EH P& S, #IANZIESZ 5 #F CA L

RH, I B o AR R R

® oIl R R, HIANZIE R ER BB Z A

® EEHIRA, HWINEHEAHEH,

AR F A LR, KT R EFH A AKBEOREL ., ELAAT
WATEER, FRENELERERAREHRETELTHEHE.

4.6 EH EH
4.6.1 IEBEFHNER

LHEHRAEEAKRKITPILE FWAARILS FEMTITFEEL
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B CA ZAXHY E M AL W 1 EAHTIEH

WE 5 F T AT P B AT R R X R BT BGE & A A
4. 6.2 FWRILH EH L&

ST A DL B R . T AL W CA AR # 4 RAE  YE
A

4.6. 3 iF ¥ EHIFRWAE

® HiEXAEMEREELN TR FME CAESIES FHFiE, 4
EOHE R .
® i CA HIBA I EMALGEIE (§3Z%) GHFRE L3 0%
TP RIHIES EHHERATER, FRALE, HiT/ ERIE
HEH,
4.6.4 WEFER R XHIT PR E
F §4.3.2 %,

4.6.5 M REXEFEHWATH

B §4.4.1 %,
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4.6.7 BFIER 4 VLA UK AE 45 B2 Fo b 2k gy B 4

B §4.4.3 F,
4. 7T EH HFHER

B FAEF TP ER—FEAFFEAFTLOHAELIIES
4.7 1 EHFAEFTHIEN

® 9T Pl F BUK 2| #A 5k B 4 B A

O LITFIULFTANCARME. BTN, REXRIFELCEHIFR
BB A A & A 1 T v A B RGE

® T 7R SE B R B B O T Z e

® HMIRSHRTAELHTNEL.

4.7.2 W RIE 4 A EHTH L

VT 5T DL SR B A B, T AL M CA KK B A K 4 T
BHAA.

4.7.3 IEHFFAEIFERHLE

® o E R T X T Bk E AR Ay S T CA BR 2L A A AT H R,
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FHEREH R RE

® i CA AN EMIMLR (83 FF) ARG EA A%
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