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RMENL” REXZERERH#TBHR, ZeRBEELZR 2K TRME
MR NEWNHATRAR N, HREEFD #HHE CA 2B HERIF
B, WAL E R (T CA B F YA 4N EX X,
BRBITZREHAFEHFCARANL AR ERERLFH]E,
HARAZHAZ30 HAMATLEEZEIHTRE,

1.5.5 A&

Fir A7 /-5 A 18 Joofs AE A CA W9k B A

W HF N IR 0 H IR 2\ A T A 55
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1.6 RX5%5
1. 6.1 BFIAERF M

FHPEE, AF AL B S AR AL .
1. 6.2 JE M HLAA

CA 9= M HLH (Registration Authority) , fa#f RA. 5w
CA & Z ML, B ¥R CA HAUKATHE CAE+H B REHA .
M A 1 ST AT # B CA ML H EE R wg, HFLH FFHILEF
1R 15 B B W B A A DUBRGIE 5 B R TAE

1.6.3 B ELZL2REEFHEL RS

B CA &y ST # B CA 1278 SR AL e T &2, B LUK
IR CA 22 & Fug Y ) 2 vl B AT By 4L

\!

1.6.4 X ZAFRF

955 x 01D, BE— NEM, BEE— RS, FARkE—AR—)
&,

1.6.5 i F

TP (Subscribers) 8 H#E CA & A WARIEHHFFHE,

W HF N IR 0 H IR 2\ A T A 55
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W ANEFBEAF .
1.6.6 KB A

R B 77 7= 48 15 T 45 Bl BA ey & Al 5 1 K & FH IR I 34T 0k 55
E A A EAA

1.6.7 B4l 4

. 7| % (Distinguished Name) & #X DN, & &1TFHEME K,

EHATEPOEMRMC, RREHANT £, FoE. TRHEFEET
1k,

1.6.9 0CSP

OCSP (Online Certificate Status Protocol) , BEF7E % & 183 it

FREBW, ATXHEZREGRFIEFRSE R
1.6.10 LDAP

LDAP (Lightweight Directory Access Protocol) , BBz ERE X

E, ATER. TREFIESUREFIES KPR (CRL) .

W HF N IR 0 H IR 2\ A T A 55
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1.6.11 PKI

PKI (Public Key Infrastructure) , /A +t %55 4H ZEAE1% 7 .
FTEHNTRHEG L L Lw, fEFHLH. . %
B Fo B N MR 4

1.6.12 CRL

CRL (Certificate Revocation List) , BF¥X FiF 4 J& 1k 7| & Hy 3% X
B M. CRL 0K AT R E K HHA R k2 vl & L3 FIEH 19
TPHEFIEHEFF 5, HHF IS F A NEX 7 HF IS i EH
EH . CRL ¥ XA A FIEH B4 %, W2HEE LG4 CAILY
MM, KATHH., TRELFIZRNTE XATHH ., EFRE LK
FIUEHFHS, FHAEFRE LA 5HE b,

1.6.13 ARL

CA JE44%| % (Certificate Authority Revocation list) , — M4 H,
TFINERFIAT I FEL T &, 0 EEWFEHE CA 8/ FIEF
Pk, RrXEIEHELE LK.

1.6.14 AdE

INIE (Certification) 5 [F| LAREH#HATW L 2 wf, @

W HF N IR 0 H IR 2\ A T A G 550
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M. FIMEZF BHEEC) HARRFEE, FHEZF
B B A 5% 4 T S M A v b B A,

1.6.15 HBFE&4L

HTEL, sARALATEAREFTERILELEERTIEFRE
RH T B ARG B R &0 AL BT o A 8 — fr 3R

1.6.16 FHZ4

fAﬁ%%ﬂ (PrivateKey) , %”’ﬂﬂ?ﬁﬁé/&% Eﬁﬁ%‘@é%ﬁ(%
W FEH, ATAZEETESL ., BN RGN AT — R

e 55 S A
1.6.17 AFE4HA

INFFEE4H (Public Key) , =& F LAFFHVE F 54, R THRUEAE
KL E AL A A2 AR S0, MR DL R An B AR S0, SUHF, AR B AL
H BT,

1.6.18 £ 4 & 4%t

EHFIFHF RS EEwm e, TEATITFANELM
BAE, A —XEA, BIAEELFAMNITEL A,

W HF N IR 0 H IR 2\ A T A G 550
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1.6.19 s s54A %

WL E A FIFIL A B KMC A, B TIT P E B8 n A
B, 2o~ XNEA, WAFmEEAR LT mEEA.

2 BRRAEGEREE

2.1 NIEfE R R A

BB CAE I B XM H (LDAP) R AL FH RS RER, 1TFH
DL 1 37 [F B CA W B RS- B R BUEH B 15 & . # B CAJR BT 48 g4
FELIEFRAEY (OCSP) FiE+ EW% 7 &k EH (CRL) R4

HECA RABAEKALH 5, ¥iT FIEHFCRL XA 5| H R
%85, WA P ELEWIES ., HRCA IEHT 7 7 LIETLDAP & 14,
THIFRAEAT P UEH, A DL 3 OCSPR UEIE 78 U1

WIFTCA EF 1T P #0 7] LLsE 3 BB CA M35 (www. hunca. com. cn) &
WH X R,

2. 2 iE 45 By & A B[] RO

HECAHFRES B EHEHFHE K, ¥ UL foEr &4, #
W AE 24 /NEE A B 3 & 7w #T CRL.

W HF N IR 0 H IR 2\ A T A G 550
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2.3 15 R EV7 7| B HF
2.3. 1 RN A AT EAE

MiE CA XM & A CPS. JEH#. CRL. EHRFHNELAFTE L,
AFAREATRIL P bR TR S HATEEATF . HH CA KK
B 72 W ok _E AT S R

2.3.2 12 &iF | &= 4

BB CARET FRTFERZ&FitEM, RIERALER
MEHE CA THEANRA fERS BB E CA E LW NS0 fE
By ERRAAZEEEEEMN. #HeE CAELERT B EHFER
TEATERNIREE, DIgH IR CA A K SEARHY SEFRAX 42 o

3 HhmRELER

3.1 %4
3.1.1 A %R

B CAUA WAES, 21T FE® £4 A4 (Distinguished
Name, f#% DN) , "& — A7 RIEH 1T P 9 &0 & KIEH & & 5 AN,
BREE R LT RERMASEL . D LR, k&L, R
FHIPHAE . REFICEHE, & 476X 500 BAl LA,

W HF N IR 0 H IR 2\ A T A G 550
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3.1.2 ZHA A HE T AN

M CAEF & A X509. 3 #r7E, A4 % X E F X500 7R, 1
AT

Country (C) = B¢ CN
Organization (0) = HH W CA
Organizational Unit (OU) = H R LAY BAH
State or Province (S) = & WA
Locality (L) = W KW
Common Name (CN) = i JF 4 K=

3. L3 MARRXHWEXK

TP HEA % DN) S AR — "B RERE Lo
AR AR RAILE H P $2 Bl s X SE R By R R A AR, R
T EEERAFAFHRNFAHTNELERE R

3.1.41T P HE LB W4

HE CA T EZREFIATEMELCRENL, REXAHARR
S A AR P — AR IR

W 2 ECF LIRS0 T R 2 7 BT UL 55 H00
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3.1.5 BETE 4RI WA
i X. 501 B A 4 o 2 A R RS
3.1.6 AW E—E

LRMATHE CA WA LR FAH, BRAEAZE 0. #H CA
REZ LA RNEA LR R, DHAMENLHE, LR E
FEREEH, BHiEHEE ARG EE R RA ST LA,

3.1.7 BiArHR A, £AAE

WIH CA 4 K BIEH T A A E M EAT4,
3.2 41 & Wi
3.2.1 EHAFABAWY &

WAL FERF A SR T &L KL 75 AFH 5T
MR AL . EEIE CAIEH RS AR T, TFAE2RALT
FimkE g, TPIEHEREETESAAAXTNRETEL, HH
CA Jf E3F B2 6 20 A R IR A28 4 o

W HiEARNIEEE G A —FFa %, HIHE CA ZEX
EHFFEAZEREH THEL LA,

W HF N IR 0 H IR 2\ A T A G 550
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3.2.2 HLEMNMERWER

HTHER R ER, #wE CAFERIEALWAEFIE ., IEH
FIEARHIBE LHER, 2 BAFNGRBIEE L L —H2EA
R EACE S I, URAREEH AR EFREDS N &R
I, [ CA MR i w iF .

HIE CA R B RIE R E R B A EREFEL 0 ERN
WHIA . EFT B R F0 £ A BRE R A E#E CA Ik L.
http://www. hunca. com. cn/

ZHNGEHARER, FEFRICM AR L e R i &
EVfF, EHH CARNWEMIEARXFBRFIEFH Figx (—X=
) BT R LA iE Fo”, FERNILH RS A

1. HZENAM R E AR KA

2. IWELHEEIRKZENE, wRARELFEWHE, N
A E MR BOE R B AR R, BRI T
b vk A b 1R
F v B AL A BITIE
F v B AL BITIE
& B AR BT IE
AR 5 BT
B X

v VvV Vv ¥V VY V

W HF N IR 0 H IR 2\ A T A 55
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> H A SOE

3. B ANH R E L Y R A A B

E: B “Zake " WARRFRERMERSE oG ARG

GRRNER T e e ol N Tl
DLEIEEA X RN R n &5 H i B A

I E CA RAXHEM AL 2 B m CA AR & o £ A B R X HiF
TR R R A Z PR AL AT H AL, A AATHOE IR KB LR E.
g FE G, BE CA SEM AL KR G AE X = 600 F BV AR
BEMH, SiILHEER—AFHER,

3.2.3 MAABHESR

NN & A A5 R FT LU R LU R 20 B il B R B . B
ReERAMLE. FPOE. PR, EEIL. £FiL. SEAXKAE
BAE. £HIE. £ EEA SO TR,

HiE CA R EREFHTEXB R EANEREFRNAF D EHAN
WHIAR A, EF BN AS D ER BERE R A E#E CA W IkE L.
http://www. hunca. com. cn/

AT R LR AH R E L, 2 5 CAR AL B E A ALAG 12 &
FEHFIEHFIEFEERE (—RA =) M ERARSEHNENGSE
HE TR, AR R F 5L

W HF N IR 0 H IR 2\ A T A G 550
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1 7 CASR AR B9 v Al WAL 4 FR# B CAAS A & 0 4 A B SR 3 o 1 3
FHEG R AR o 2 BN SR M AT W A%, AT R IR AR R Y
BIE. HOEFIHE, HMECAREMINEEREZN 4, HiLHFiF
K—AFBEF

3.2.4 B4 (R IPHH) WHAFLER

WRBEIEH N RBIA B AL (HIPHI) , RT XN HIFEE
¥ 2 HY A AR AT WSS, B CAT B W R F R AU R (K
IPHLAE) R ACIE B AT A, 2K 1) A RL B9 35k 46 VE A AR S LA (TP AT
RENAM) & EME =775, UghE FiFE £ L8 XERA AN
Bk (EIPHLAE) o BIRCAL F B R EUE kL oy F B 6, DA
Nz Aa (RIPHA) EVVARAX, 2 R IR 3 3 f2 4 AH L By B
By, ZEEEARELIMER, SwTHEL (RIPHA) NWEHE
ALK R A XM, BECARE REZIZEAL (HIPHA) W
SE BT )38 18 UL A A B IR AL B AR

3.2.5 RABIEWITFER

BARIELWELEHEELRTEETL, W45, Mik, &F
Wi fFSE, WIE CA KM ELEEEXBMEEHE, EFAEETZER
FIREEMTETMML

W HF N IR 0 H IR 2\ A T A G 550
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3.2.6 WAHIA

AELNMIA RBREPEZILS FIFNA, FEHEZ
WA A EE A Z LA 7 B R CA K F L 4 = H oy AU
HREHE CAWRFTIEFFER EMEEMNE G, NEHA
X 7 BB RAH

3.2.7 EHMEEN

EH AR CA R IR T LU £ ¥ PKI R 4%
HATE M, (B3 SNE A R AT M B CA B T KT T 21 CA
o o F A AR A B AR A

3.3 HAEF ERNATIREG £7

W, TP EAFTERRE, #ECA 7 LR EiZH K
M. BHARNHBLNEH (BEFH - E—ELFARBATAX) , HH
SR AL o 1 BT A AL

LT P Gk A RS B R E X WEE X E AR 28 BURH,
SCMEHTEM . FFAEFEAN, FEAIENE FIFEHFERLS

3.3.1 HAXHEFHNARELA

TEEAF AR T, BT EA L RA KA A XN L8N H

W HF N IR 0 H IR 2\ A T A 55
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MEAEIERETES, HE CAERT P RALNARIEHALNE 4
RIATT P & o r IR A0 5 A

3.3.2 WMEEFAEFTHNTRE LR

TR ERAEHFEN MR LR ER, E/S5 RS &R
WAEAE W RAE, 5N 3.2 Wk H 0 H A

3.4 BAHIERKWARR 5L 5|

TP AN B BB & 0 AR R Fe i B R R 46 & 4 00 A9 ] B U
B, 5W3.2 1% &R HFA

R REE AT P RABATA CEFUAELF AN A= B X
%, EEMAA FIERBEIT PRI, TFEMIT P &G HATAE

‘L/\ﬁl/qﬁj

4 EHERRAMRFEERX

4.1iFE 4 #iF

4.1.1 3 #iF LK

W HIE SRR e NAL AR, FAEA, BUFAE. e
]k % & R FNA . EF 6 kB R Fe A A LR R B & VA B o
A B4 £ AR WEIEH, RIEFI &R By 250 &

W HF N IR 0 H IR 2\ A T A 55
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4. 1.2 EMRBERHE

I IR AR AR TINERF AN AR WER, HEIEH
HiE K, FEEMRE AL AN R, HH CA SUEM AR E & ©
LRSS FiF AW E R HAATER, FREZEZXEFIF,

FIHHABEFE T AN T BEEAE T IGERFAN 3.2
Fir 28 B9 BRI 5 B AR, ERR R B R AT R L SEE R

#E CA BOE M AL 5T W 4 o i A BYIE B HE AR, AT
PR R BEEEH F 55 85 S kAR — BT ER

RE (FRARKEFWERFTELE) AR, IEHFFFEZEAM
BB CARMERESE, TEAERNERE, HFHAMITE, SETE
AR B CA BUE MU & R K Y, IT 7 B AIE AR BB
BT,

4.1.3 EXHE #iE

MTESEEE, EFFIERELT:

® T MANLEF (BEMAHWILES, MAZEEFEHFILS,
MARBELLERF) , AFFZERARR —DAZTEN
wAANEL B FIE R FIERT DANEE CA B B 35 T 3K
FIHE CA B R IENE AR, FEEFERBENAZR
AN RER AN AELNE N E— 10, flw: )

W HF N IR 0 H IR 2\ A T A G 550
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W, FEEAL. FRE, FHANEIEN§3.2 7

® X THEMIEH (BFEEME ML, PAZEETHMILS,
BAURGELEFHE) , FiFEH I HHF CA ZAH L AL
GUECEALAE F o 3 R S B # % CA P b T 3 L Y B3R %
FEENREEMEENANERNELS, EabbEAE
W BS BT, AR KA F IR LR L A B
Sl R CA VT RETR BV AU, FAHNEIFN §3.2
A s

O MTREHILY, SEMIESWEFEME, ANLFERMEE
FNFTEEBR MR 5 2 BB 28 AL FiF £ A
&L HEH RWEA . FENEIFEIL §3.2

O xfTH#im CAMBIES ., AMETIES . TERIEH. BFE
L SOEM A . EM S XA BEITGES . B E RES
%, ZHET MW CA WHILF #iF %k;

O E P EIE R KA RN E AL T A4
WIEIE # K RE B4

® HE CAfEH B FIAER S 8 A LA A FTERX B F AW &
HT RPN RILE, HTZeENMFENFE, FERNE
TP & ARl A& 4% JF7E 9 B #A

W HF N IR 0 H IR 2\ A T A G 550
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4. 1.4 EF FiFEFEEER

g F L K E G A IR R, e B e & 0l B A
FET (HECARTILE FIEREHR) PERAZ, TNHF CA
AMIERLE LS, FIIEHER SRR LS, dkE ke R
B CA T AEMLTFTE

4.2 EF FIERE
4.2.1 3ATR A 5% 7 5 ¢

I CA SRR AT B E M ALAG #2 B (e TR 5D Al &
Y& o £ AR X R AR B AT IRAE £ 4. AR ERIRE
WL § 3.2 473 &0 il

4.2.2 EH HIFNMBEREL

#E CAREA (o F LD A= 8y & o % 7 2 X
EHFFASRHTRANGEANE, RELANLERAZELREL
i H I

W R FIE AT A (R F IR FAND Bl < ey & &
B2 B EEE RN A4, HE CASEMAL K EZIES FiF, &
E 5 5 A AR AR BT

I IE A KR I B, WHE CA SUEM AL KB 24 W E

W HF N IR 0 H IR 2\ A T A 55
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ANBYIEF B 1F, FRE A EiE ALK R, [l B E E AR B K R
R (EEE BRI o HAERBIL S ¥ 1F A ™ LU S IE 3 ey A
e, BREWTFIF,

4.2.3 A EAE A IF A E

B CA R EEM AL AARRZAEESFEEL, — B
FEMALAG U E] T AL 4 O BT S AN AR K FE R, R CA B AR S A
FHES MTHEHANIES #EEFRRNELHTEANTFL, FF
E e R F BB R

4. 3 EHELK
4.3. 1 IEBZERXIE FEFIANERSFIHATH

WECA BRI FIFZE, HELILEH, ILHNELRERE
BT MNERFIMRAZAEAMZETIESFFE. IEH AT &
SAIE A AR R AR A AL A A RAE A

4.3.2 BFIAEREFHAEIT P RE L

BT AR A AUAR 3 3 VE M AL, XEIT e LT LA

® iEiE A E MR, AT 2 A A B A AL SR 3 T T
W HF N IR 0 H IR 2\ A T A 55
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FHy EMAMEIL S FERER AT
® i I f5 B S AT
® H{#E CAINAZETATH 7 AEMITF

4.4 FHEZ
4.4.1 B REZIEFHTA

WEH HIF R P DL R #E CA R ZEH HiF fE, RIEH W
WRMBIULS, EHFFEFARBIEFEREANCEEEXIL
¥, AP EMBGEY 5, BHAEFIES RANE, w0 7 U
EINTHRHZAGHE CARRAMBE AL S FIHZE BEXHFIES 5,
R F &R A7 FAE 45 3¢ B2 B4 AR B A A ACEGE B B9 R

4. 4.2 BF PR EHA X EF R A

HiE CAER X FIES G, BRI+ & 240 Efn B XK 5 &
Fo MECARAE. NEZXRFBEMRLZA I ELLEF. EXT
BB EEIZEENTEXMEF ST, RERT T NBRE, HEEHXE
MR % 25 B9 B8 B o AT BN E KRG, BT P AR w1 A
T3

W HF N IR 0 H IR 2\ A T A 55
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4.4.3 BFIAEMREHLA AT H SRRy E &

HEMELATURBRLNEZRSEFEHEHE CA EEERW
HFIEH

4.5 K4 F ik B B E F
4.5.1 1T F FA4AFn ik F w9 fE A

WPERIEEE, XAZEREMFM@E SIS HE RBLA, &
Fimk. WE. WEREIFREM . EF AL LR T
B E, IR RS R A G, AT LR AR BT R AL

EEHEHE CATERNIEE T ANEL RALRLHER
i, 57 CHECA, IEHITF KB 5) HACPS WA EFH
A AL B AR Ao oL R 8 X 550 525 77 3940 A B4 18 40 5 ] B3 F A& CPS
LLE# R CA §& 7 &Z Wi, AT FWER. EMAEHAKCPS W
A BIEH KAV R, # CAK A AE I T RIEMER,

MiE CA BRI AR, WATRA LS FHEEFFILS A
Fr AR &, LARI Il B RFR & H T %00 4 8 e By A 1A X
R AAMENE L, X, BIELMELHRIE, RIEIESH
FHEWAGESH, FRMTEE. BANTTHAMSE, Wi
FRAEAKZIESRATHERAE, HE CAKRIAAEETAHL"E8
TR X S

W HF N IR 0 H IR 2\ A T A 55
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WRILH FHRE T BB T L H R T B A i, A A%
EHEECRARAFEL—HEAER . AL ATHE
R B REAT Ay, A AT A AR AE UL, # R CA X A8 & A
o E WEEERAT A, FAEE G AR TEN X

4.5.2 &4 R Wi

AL RIRTHRUTHEMA e #: EEH e A R H
A EIE; AL A IEH SR EHRIE; KA TEAE
KABREREN L4 #EHARCPS ERWATH; &% 7 KT HE
A CPS BH AT AL E o IEH BN I T R 1T P — 77 o U A A
HY R 55 T AT 3 308 0 R BUE T4 R AT H BAUR] . HEAT 252 B I i 2
AT NG R & A T BN AR X R A AR
AR %% % Bl B A 2 B e R E L

4.5. 3 5 B X 4R Ak F o 12

KRB HTHEXFZERFITFPHNAMILS, FTHEATTES
HIE R %, BARR TR B B TR A .

EEEEFMELR, KRBT ERIMEENAENE 6 E
By FIH . Frde A CPS AR A, L4 12 Kk B A LA By 3£ A
AR S A B ACE o« R 77 72 A CPS AL oy 9 [ P9 A5 JUIE 45 A Ak
FREWNG, FALHERE, WRIES FEXLTRAAT L

W HF N IR 0 H IR 2\ A T A 55
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FHWEARERAR, B2 ZEREEL AP A FEX—HENE
FE R o AR BT SO W A B A, AT 2 A8 W 45 FT AT BA
BT R S B AT O B9 5 B, AR B R B L AR SR AR, TR CA XY
e A~ AR AR AT A X

W EIE B A BN B4 = A 7 @ R A

® FWE CAWIEHRIEES PONA L, BHIANZIES R B HE

CA &K #Y o

® HIEFMAMN, AINKIEBERRIZA

® L HRA, HINZIEH A HIEH.

ERIEE TALR, BT ERPEF LB ECHESL. &
N R, FIAT RS G5 R R R B R R AL 1 B EUE

4.6 ¥ EH
4.6. 1 iEFEFHNEF

FEAEF L AH e # A A, RAZEH R B E &
EHH TP EEEE R AR, BHE CA RN EM A
HiE E T A

i R AR IE T

® i Hy R B R 2

© XA A B B A

W HF N IR 0 H IR 2\ A T A G 550
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® A HAMIRT FHILE B, BHFERATILH EH;

® HAft,

4. 6.2 {ERKIEH EHTA LK

o BT CA AR B JR A AR 5 A PR AR B By A A B AL AR 2
v, HR, Wb FR N ERSE L RS A ZE, U
BEML AT CA 2 KIEH CEFENILH) 898 20 IR K 2| #91E
FRAH

4.6.3 EF EFIFERHNALE

® FiFHF|HE CARBEMALIENEFEEST (HE CA DA
BFUEH W FFiER) R CHmE CA B FIER L5+ iF
x), HFEHREFHEE.

® HiF CA SR AIENMLZR (§3 FH) HHiniRE L7
HEMIT P RWIES EFEEHTHFR,. FHALE, #
THFIESEHBEE.

® EHEHE, RIENMEER L EHLELITF. TP EXIES
(#F §4.4F)

® FEFAKEIHMIER K ES (§4.10) . #im CA K 4£ 2
/INBE £ LDAP £ X AT P RIHTEH o 1T P IHIEH & L2 K

& 24 /NBY 93 1T CRL & A o

W HF N IR 0 H IR 2\ A T A G 550
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4.6.4 MEFER R XIT A WEE

X7 P oy 8 & DU JUAR 7 K

® AITmMEMNAR, BAIEREHFC TR, HEH ML
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