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RENEE, RXLARECEREZRCFR, WFHTLE, & “CPS
WME/NA” RERERERFTBR, ZoREERER KRG
R RV HATHRSN, FHRELRWN . #HE CA A K ERNF
B e, TERSEAAEEEH (#R CA B F IRk 4N EX XA,
BRBITTREHFEHE CALNTANEAREERLTR2FHE,
BHAAMZ BRI HARMATLEEHITRE.
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1.5.5 N4
BT /A4 38 404 42 W1 CA 3k b A
1.6 EXE5%E
1. 6.1 BFIAERF A
ZR A, fF A B A AT AR AL .
1. 6. 2 E M AL

CA HIVEM LA (Registration Authority) , B RA. H#iwE
CA & Z i ML, B #m CA AVKATHE CAIEFH B RIEHAM .
FE AL £ 5T AT MR CA BYE B B R, ASTIES Wi H LS W
e B Ry A F A DA BOEH M & % TAE.

1.6.3 B ELZL2REEFHEL RS

B CA a8y ST # B CA 1278 R AL e T &2, 9P LUK

B CA & A FEE & 2 A B AT 2,
1. 6.4 XY AR RE

%5 401D, =— B, BEE—1HRT, ARE—AR—|

5%
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1.6.5 1T A~

1T/ (Subscribers) 6 H#E CA XX &R IEHHNEHEFFH,
WA E P BE R

1.6.6 K& H

R 77 7= 48 12 A T L 45 Bl BA e & Al 5 1 K A R IR I 34T b 5
E A AEAA

1.6.7 B 5l 4

7| 4% (Distinguished Name) & #% DN, & -&1i] FHIE 41z &,
AgvE—MH,

1.6.8 KMC

EHATEPOEMRMC, RARBEHAN £, FoE. TRHFEET
1k,

1.6.9 OCSP

OCSP (Online Certificate Status Protocol) , E'IJ Z’j—: %’a 1@] 7“5( FAk

FREWI, AT XHEREWHFESRAEA

W HF N IR 0 H IR 2\ A T A 55
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1.6.10 LDAP

LDAP (Lightweight Directory Access Protocol) , BN® &K H X i

W, RATEE. THREFIESURKFIES KL & (CRL) .
1.6.11 PKI

PKI (Public Key Infrastructure) , /23t %54H 2 1% 7 .
XEFNTEARG L L%, BREFRLER. WE. T
B o A E] B RS

1.6.12 CRL

CRL (Certificate Revocation List) , BF¥X FiF - J& 1k 7| & #y3% X
B M. CRL FITFKATH &R E K HHA R k2 vl & L3 FIEH 1Y
TP HEFIEHFF5, HHF U Z A NEX 7 HFIES i EH
B H. CRL ¥ XA A FIEH B4 %, 2R E LG4 CAILY
WA, KATHH., TRELFIZRNTE XATHH ., EFREK LK
FIUEHFH S, FHAEFRE LA 5HE b,

1.6.13 ARL

CA JE44%| % (Certificate Authority Revocation list) , — & H

FIERF M E T EL NP %, FRICELEHIEHI CA B9 4L H
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P, RIS EL TR
1.6.14 JAiE

INIE (Certification) 5 [F| SLAREH#HATW L 2 wf, @
HE. P ME S B D HARREEE, AEES
S S B == = R =S S = R

1.6.15 BF &4

BTEL, =ANAATEASEFTERIEEEARIEFE
R B AR 5 B R IR B & o Yl BT A R B — RP AR

1.6.16 FAH X4

%Aﬁ%%ﬂ (PrivateKey) s %“‘ﬂjxﬁ%@\% @%%75%%%%{%%
WEF XS, ATAEETES., 5N SR T 54—

0 55 S
1.6.17 AFE4HA

INFFEE4H (Public Key) , =& F LLAFFHVE F 54, R THRUEAE
KL EI AL B A A 2 AR S0, MR DL R An B AR S0, SUHF, AR B AA
H BT,

W HF N IR 0 H IR 2\ A T A G 550
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1.6.18 £ 4 & 4%t

EHFIFHFF RS EE P w/m e, TEATTFANELM
BAE, A —XEA, BIAEELFAMNITELEA,

1.6.19 fn 4%

WL HE R BIEIL A i KMC 7 £, B T1T P 88 m g
®, A NEA, AT EEAMLITmEEA,

2 BRAWERGREE

2.1 'bku-E'Tn N %k}b—

BB CAE I B XM H (LDAP) R AL HRASWHERER, 1TFH
DL I 17 F IR CA Y E RS SR BULH W E R . #FCAR B 2 g
FELIEFRAEY (OCSP) FiE+ BT &k EH (CRL) R4

HECA RA BN EKALH 5, Wil FIEHFCRL XA 5| H R
F 85, BT P ELEWIES . HHCA IEHT 7 7 LIETLDAP & 14
THIRAEAT P UEH, A DL 3L OCSPR UEIE F 78 U1

WIBTCA AE 1T P #0 7] LL3E 3 BB CA P35 (www. hunca. com. cn) &
WH Xz R,

W HF N IR 0 H IR 2\ A T A 55
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2. 2 3F 4 By K A AR RO &
WHECABRMS B LEIEHE T, TULHAUER LA, &

¥ 7E 24 /NBE B B K A & H CRL,

2. 3 1z & E V7 8] I 1

2.3. 1 G RMAAEAE

WA CA X4 & # CPS. iEH . CRL. iEH REH N &ENTF L,
AT AREATE S Wabfn B KRS 2T E WA . R CA K K
AR W ok BN A FT R B

2. 3.2 18 &7 A &4

B CARET ERTEER M ZEF M, RIERAFLER
MEH® CA THEANRA eSS B s E CA ELR W NS fE
B, EARGXNZLEE LN, #E CA ERENT B EHFE
GTETEENNIREE, AR HE CA MR E Ay EIRN .
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3 HMARRELHA

3.1 %4
3.1.1 LKA

W CAMUA B9IEH, 21T PIE+H £4 A4 (Distinguished
Name, A% DND , " —#RPIEH 1T P B9 & . & RIEH 4 & X F,
BEHER £ LR THEMEL . 2L EH, RELH. BLH
FIPHAE ., RAGFRIC L%, &%/ 6X500 BAl &M,

3. 1.2 MM X FHAN

M CAIEF 4 A X509. 3 #r7E, A4 % X EF X500 7R, 1
AT

Country (C) = Ex CN
Organization (0) = 20 25 W CA
Organizational Unit (0U) = H HALAY A H
State or Province (S) = = WA
Locality (L) = W KW
Common Name (CN) = i JF 4 K=
WG BF RS O F IR A A HL T A LE L 55

http://www. hunca. com. cn 215 W



http://www.hunca.com.cn/

‘égmm s S0

3.1.3 MAHRBXMHNEXR

TP B A% DN) A H —E M RERE X,
UE B F AR AR A B BT B 0 i & SLAR 4 4 AR,
T 5 RN PN RE A,

3.1.4TTFWNE L B4

HE CA T EZREFIATEMELCRENL, REXAHARR
SEN 2 B AR A P — AR RS

3.1.5 BT R 4 KX WA N
i X. 501 B A 4 o 2 AL R R
3.1.6 LRy E— &

LMATHE CA WTRILHFRZ, BRAAZE—0, #H CA
REZLHARNEA LR RAE . SHAHE B2, UE#E
FWAREM, BFiEH e —RRL K EEmRA T AR A

3.1.7T BAWIRA . ERfAE

W CA & X L4 B E T B AT 4

W HF N IR 0 H IR 2\ A T A G 550
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3.2 X & B
3.2.1 EHARHARAHANF &

WL FIER T A SR T &L KIEAILES 75 AFH 5T
MR AL . EEIE CAIEH RS AR T, TFAE2RALT
FimkE g, TPIEHEREETESAAAXTNRETEL, HH
CA Jil E3F B2 6 20 A R IR A28 4 o

W HIFARMIELE G A —FFa %, HIHE CA EX
EHFFEAZEREE THWEL LA,

3.2.2 HALNMEGHEF

MTHRERER, #HE CAFERIEARN A EIEH. IEH
FEAFHFIAZ LHE, 2 BEAENERBILS XTE —H2EA
R FACIE S FIEH, URHAREZE N NARRXEMEL A& G
WL, T CA AL 4R ) ik .

W CA R ERE T ERXBREANEREFAR H £ A
WA . EHEER & o £ A B R R AW AEHE CA By Pk L.
http: //www. hunca. com. cn/

ZNNGHEER, FHEFRI M IR L8R
EVfF, ZIHE CABRNWEMIEERFTHHTIEF FER (—X=
) BT AL H i FR, FRAEEMFFA .
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1. HENERBIERE AR E
2. IWELHEEIRKZNE, wRARELFZTWHE, N
o i H AR B R B AR B, # R B T
ol AT b R
F b # kA EITIE
F B BT E
& B AR B IE
AT AT 5 BT IE
BUR X
H AR ROE
3. B AR E G R A & A
E: B “ZiEe—" WARRFER MR G —H oG ARE
EYIE A £ 3R FOR PR = RO R
DL BB X R EN R 0 5 H iR AL A
W CA A AT LA 3% R CA AR & 1 4 A E ok xf Wi
TR R A Z BT PR L SL AT B AL, A HATHOE F IR B LR E.
oA iEfE, #E CA SE ML KR G A X = 2000 F B IE A A
BEMH, SiILHEER—AFHER,

v VvV Vv YV Vv V VY
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3.2.3 MAABHESR

AN B o AT LUBE R DU R B il e B R AL, B
ReERAME, FPOE, PR, FEIL. £811IE. SAEALXAE
®iE., TREIE, B SURT L,

HIE CA R BRI 5 B K BRI B SR B3 A & £ AL
WA . EHT A A& o £ A B R R AR #E CA By Pk k.
http://www. hunca. com. cn/

M ANFR LR AH KA, B # B CAR A B vE AL $2 2
FEHFIEBFIEER (—X=Z0) F LR AR A IEHHE N
A RA, FFHAER RS A

1 7 CASR AR B9 VE Al WA 4% FR# B CAAS A & 0 % A B SR 3 o 1 3
FHEY R AR Ao ZEDfF SR M AT W A%, HF AT O IR AR R Y
BIE. HOEFIHE, HMECAREMINEEREZN 4, HiLHFiF
K—AFBEF

3.2.4 B4 (R IPHMH) WH\F LR

IREEIEH R BTABRE (PRI , BT £ HiEE
2B AR AT F AL, HECAT E R RS ()
IPHu ) A AE B AR, B 1 A L B 3k & VE A AR - ALAE (TP A
&AM BB =5 E, LIAhR o iFE = G R AR R

W HF N IR 0 H IR 2\ A T A G 550
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Bk (IPHLAE) o BIRCAL F B R BUE Mk L oy % B 6, DA
WNZE A (HIPHAL) WA, R E K & 1F # 52 BEAH AL B9
By, ZEEEANRELIMER, SmTHEL (RIPHA) NWHE
ALK R A& Z M, BECARE REZIEAL (FHIPHA) W
SE BT )38 18 UL A A BRUR IR AL B AR

3.2.5 RABRIEWITFAER

RARITENEEEEEANRTRETS, did, i, BT
i fr S, BIE CA RN X LEFEEXBMEE G, EFAEETZER
FIRNEMTETMS

3.2.6 AL

HELNMAHAARBREEABIESFIFEWA, FEHEZHAR
WA A E N Z AL 7 B R CA R 7L 5 = H By AU o

HREHE CAWETIEFFEREWEERAFEE, NHEEHAAR
HPX A ENAEA I

3.2.7 E#MEREN

EH A EM CA RS R XOMERIE L T ¥ LA E ¥ PKI R 4
HATERME. ERXTNEF A RTHE CA #ET KT T H 4 CA
OO B R FINE R S AL AL T o

W HF N IR 0 H IR 2\ A T A G 550
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3.3 HAEF ERIWARREG £5

BE, ITPHEAFERRE, #MECA 7 Lk 228 2K
e BHARHBLNER (EH - E—EARNFARLATAXN) , HH
S AL o 3 BT A KL A

BT P Gk A RS B A E R EE X R 2 URR,
SeMEFEM . FFEFAE AN, HEZIENAE T EERERILS

3.3.1 ¥AXAEFHHIEELR

EHAEFERE, WIS R LA AR B A H A
WEREFERAETES, HH VAT B ARRIERNL S
KIATIT P 2 AR AL

3.3.2 MEEEFAEFTHRRELER

THETAEF TN AR ERNER, EHE RS &N
WA E B RAE, S0 3.2 R0
3.4 MEAWRMFIRG LA

TP AN S B 89 & 0 A iR e X5 A F] R 46 & 1 B8 i AR /] B O
2, 20 3.2 Wik HmHiL,

W R EHIT P EABATA CRFIELFAND) Bl = ey X
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%, HEMAAEIEREITFNIEEER, % EXITF F0#HTRK
WAL A

4 LHEwBAMREER

4.1 E 4 #iF

4.1.1 3 #iF LK

W LR MAL A B, FVEM, BUFNME, Ha
Pl k% & KRB LA . Bk E R Fe A A LR A & o)A B By
HEAMME EERGTHELES, URIENGELZ2MT E,

4. 1.2 AR ExHAE

W I AZRARFIGEM S AN AR ER, AEILEH
HiE K, A RE H ML MR I CA BUE M ALE R E &
LA HiE AW E R HAATER, HFREZEXEFIF,

FIEEEFETRMEA: TP BHERAREF IR F AN 3.2
FT 38 B B SR VE R R AR, FRHRR R AR B S

HE CA FOE ML 1 5T BRI 4 o i A BYIE B o F AR, AT
FRHEHIES FiEER LS A M IEH TR — B R TER,

RE (FPEARAMER FELK) WAE, EHFEFXFARM

W HF N IR 0 H IR 2\ A T A 55
http.://www. hunca. com. cn 22 W



http://www.hunca.com.cn/

\§ HUNCA Tk E S

BB CARMERESE, TEAERNERE, HFHAMILE, SETE
LR B CA BOE M A& R K Y, IT 7 B A IE AR B B

REAEF A,
4.1.3 WX HHF

T EASEEE, IEEFIEREST:

® T NANLEF (BEMAFWILES, MAZEEFEHFILS,
MREELGIESE) , BFIFERAART —RHHNETEDN
NS F IR FIE R DN CA B B 3E T 3k
EHH CA A RN TR, FiEEFFERENSATR
B S R B a AR L Z P — o, Bl B
W, EEAL. RS, FHANEIEN§3.2 7

® X TEMIES (BHEREMLH ML, EL e FHMFILS,
BAURGELEFHE) , FiFEH I HHF CA ZAH L AL
GUECEALAE F o 3 R S B # % CA P b T 3 L Y B3R %
FEENREEMEENANERNELS, ELbbEAE
WL BE BT, AR KA F IR LRSI A B
Sl R CA VT RETR BV AU, AN EIFN §3.2
s

® X FUAED, SHMTHME AR, AHLEEEREE
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FNFTEEBRMR 5 2 BB 28 BEALG = iF £ A
&L HER RWEA . FENEIFEL §3.2
® xfTH#im CAMBIES ., AMETIES . TE RIS, #FE
FEF SOEM A . EM o XA B BEIGES . B E RIES
%, ZHEET MW CA WL #iF %k;

O F P EIE R KA RN EALE T 54
IIEIE H K BE B4

® HE CAfE N FIAER S 8 A LA A FTERX B iF AW &
HTHRPHRILE, HTZ2ENMFENFE, FERND
WP & B SRl A& 4% JF7E 9 B #A

4. 1.4 EF FiFEFEEER

g E LA K E G A IR R, e B ey & L B A
FET (HECARTILE FIEREHR) PERAZ, TNHF CA
ARAELEZES ., FIEHOER KRR BiE R ER,
B CA T AEMLTFTE

4.2 EF FIERE
4.2.1 3ATR A 5% 7 5 ¢

T CA B AT B E M ALAG #2 B (e T 5D Al &

W HF N IR 0 H IR 2\ A T A G 550
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B B SRR AR iR AR B HATIRA LA, BRI ERRAE
PN 8 3.2 44k BRIl

4.2.2 EH HIFNMBEREL

#E CAREA CrF L FHND A= 8y & o % 7 2 X
EHEFEAFRHATRANGEANE, RELHNERRTELREL
i I

R FIF AT AR (R F IR SN Pl < ey & &
B2 B EEE RN A4, #E CASEMAIL K EZIES #iF, &
E 5 5 AR AR B TR

I IE A KR I B0 S, HE CA SUE M LA KB 2 W E
ANBYIEF B iF, FEE A IE ALK R, [l B EE AR B K TR
R (EEEILBRAN) o HIERBIL S ¥ 1F5 A ™ LS IE 3y At
e, BREWTFIF,

4.2.3 R EIE ¥ HiFNEE

B CA HAXHVEM A SRR EES FiEEE, — B
EMAAGUCE] T AL R BT S AN AR K SR, R CA B AR A
FHES MTHEHBAXNILES #iEERRNELHTERNFL, F
fF e SR 1B B IR
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http.://www. hunca. com. cn 25 W



http://www.hunca.com.cn/

‘égmm L F UGS

4. 3L H B L
4.3. 1 IEHEEZIEFEFINERSHIAANTH

HECA BB LR FIFLfE, HEXILEH. TN EXERE
BT NEM A EL T2 EAMTETILHE FiF. iEH AT &
AL 4 AR R A A A A A BAEH .

4.3.2 BFINER A A AT P oy E &

ML TN AR S AL R I E M ALAY, XEIT P e SR DUT LA

© G T H X EEY 7S, 3 AT AR A B E M AL K TR
sy EMAHTILEFEERRSIT

® I [5 B SFE AT P

® MR CAINAZETATH A NBHIT P,

4.4 FHEZ
4. 4.1 MREZEFHNTH

WL H A P P LLE R CA R RRILH HiFfE, RiLH @
WROABGES, THFFREENFBFLEFRERBRAANCRTEXE
Ho AP ERBILS G, WHEHAETE LS XL ENE, A 5 L
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E3NTHEHZASHE CAIBRRRMBR AT FIEEEXHTIES G,
K F E AR A EAE F5 AT R B AL B 4R A ACEAE A R

4.4.2 8 FIAEREHAG X UE S KX A

HIH CA EER TS 5, SR IE+H & A 24048 Efr B XRS5
Fo B CARAE, NEZMFBEMARLAIERILS . BAT
BB EEEFEANEEXMAEF, RERLENBRE, FEEHF
M5 BB E N ZLAAENE KRG &+, BT P AR # T £
T#.

4. 4.3 BFIERF A A ARy E &
AT UASNE ZRES BT TR HE CA BEELW
BFIEF
4.5 A XA WA
4.5.1 T P AL B 6 A

WAERALESR, SR EREFEGIEHHERNAF, #
FAEA. WE. WERSIFWEM AL L J e ik
FHRRE, EFHEBRAEE, HUFIE R ZAL 4 RO B

EEFAEHE CAMERNIEHEANELAETELHE R
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i, 57 CHIE CA. IEHIT P ARG %) #HACPS WAEZER
A8 BL B AR A B2 R X 5o 55 77 90 B4 3 40 5F Bl & < AR CPS
LR HE CA 547 &Z 0. M FBER. EMELKCPS#H
MBI R AN B A, HE CA ¥ A i R 5 £

BE CA B KW A KIS, (R TRFIESRAF £ R IFIES A
FTEATRE &4, DARIIEIEH #8 # F T 20E # &4 1A 4148
WA 2, X, BEAELELZHEIE, RIEIESF
FEWARELE. FRANTEE. EANTTRAMSE, R
HEHAARZIESATHEA®, #% CA BT AETTH I~ W
FER X S

o RAE 5 e B BR A T AL R0 R R B R A i, AR 4%
EFEAEER B AFEX—HENER . EFEEIES AT HANE
PGB WEAT Yy, AW B AT A AT, #E CA X A8 3 A
o B BT R AT, AR R AT B b R A B SR LS

4.5.2 &4 R Wi

B RIRTHRUTHEMA e #: EEH oA R H
A EIE; ZA LA IE R S IACE EHRIE; KRB TEAE
KRB ER B &4 # & F AR CPS BERMNAT Ny &% 7 Ak # o7
A CPS BH BT AL E o IEH BN I T R 1T P — 77 o U A A
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B A 22 T AT 3 BE R R BUE T A8 R AT A BIAA . 34T 8 2 B9 il &
AT BN AR B LA TS 9o A X R B A A R Y,
LB Z A 4 R 2 o i 4 4 B 15 B L E e

4.5. 3 15 B XA Fe il F o 6 R

KRBT XFFERFIT P ALNFAFIES, TEEATRES
HIIE i, SR RE RAER AR E R .

EEEIES AL, KB 7 B AN e E
HIHI BT . MR AR CPS BAME, 472k B L IENA & 54T
AN B A AE o 1R 77 AR CPS AL By 3% B A 15 BUIE 4 A
PAAH A, B R, WRIES PR T A T
FHEARERAR, B2 ZEREEL AW A FEX—HENE
FTE R o AR BT SO0 W A B B A, AT 2 A8 W 45 T AT BA
BT R S B AT O B9 5 B, AR B R B L AR SR AR, TR CA XY
e A AR AR AT A X

W EIE B A 2O B4 = A 7 @ R A

® Jwm CAMIESRIEES PHE L, HIANZIESZ & #HE

CA 25 & HY o
® RINEHMHBY, HINZEREFRIZA.
® EEHRA, BIZIE R A HIEH,

W HF N IR 0 H IR 2\ A T A G 550
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R FTELE, REFMERmAMEFTL2RECHESL. £
WNAR AT E B, FIAT YA L (5 BAs SRR RN & S B

4.6 ¥ EH
4.6. 1 .iEFEFHNEF

FEAEF L AH HA e 8 A, RAZE RS B 5 &
EHE TP N YIS A REAZ A, 2 CA B ACHE M LA
HiE E LA

i R AR EL T

® i HY R B R 2
GRS E:R Rt BRI EE
AL S VR T R AL G, BLER B AT E AT
H A,

4. 6.2 ERKIEH EFE LA

B8 B CA A& Y R I 4 R A IR AR B B AL RS2
AR, PshERMEN LRGSR FZ W ARG A A SRR, D
BEM LA R CA &AL+ CEFNRILH) B9H R0 IR K 2| #91L
e

B>
B

4
4
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4.6.3 IEFEHFERNAE

O = iFE E| MR CA RN AIENE FEEE (#HmE CA MA
HFIEF L HFIFR) s CHFE CA BT IUER 5 =ik
&), FEHEFHEE,

® fiE CA BN AIENMZR (§3 FT) FHiciR5 LA
IEMITPRERXWIESEFFIEHATFEZ, FHEL G, #
TH FIEH EHRME,

® EHFEHE, RENHKIEFLELSET . TP BEXIESH

(FEE §4.4%) ;

® FTIEHAELEIHMIES KA ES (§4.10) . #FE CA K& 2

/NEF I AE LDAP b & A AT P B FTIE S . 3T P IHIEH & b2 B

B 24 /NEF B 3T CRL & A o
4.6.4 R FUEH B XIT P WESE

AT P el A DU JUAE 7 K

® FENEMEW AN, BAIEHEHC TR, FIEH OIA;
©® i H 5 o AT P
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